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Abstract. This article presents GrAPP&S (Grid APPlication & Ser-
vices), a specification of an E-learning architecture for the decentralized
sharing of educational resources. By dealing with different resources such
as files, data streams (video, audio, VoIP), queries on databases but also
access to remote services (web services on a server, on a cloud, etc.),
GrAPP&S groups the resources of each institution in the form of a com-
munity and allows sharing among different communities. Educational
resources are managed on a transparent manner through proxies specific
to each type of resources. The transparency provided by proxies concerns
the location of sources of educational data, the processing of queries, the
composition of the results and the management of educational data con-
sistency. Furthermore, the architecture of GrAPP&S has been designed
to allow security policies for data protection, both within a community
and between different communities.

Keywords: E-learning system -+ Proxies + Peer to peer system - Prefix
routing

1 Introduction

An interesting idea that people actually consider that the pedagogical integration
of ICT's to all education degrees improve clearly the quality of African education
systems. Online learning (E-learning) and mobile learning (M-learning) help
not only to strength the planning and the management of a democratic and
transparent education, but also to extend the access to learning, to improve
quality and ensure inclusion.
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Thanks to the opportunities they offer in terms of use or adaptation, in par-
ticular in environments where there are insufficient resources, free access edu-
cational resources constitute an excellent opportunity to achieve the goal of a
education of quality for everyone. This is the first motivation of the project
GRAPP&S. The objective of this project is to construct an E-learning archi-
tecture for sharing and decentralized management of all educational resources
formats like files, streams (video, audio, VoIP) and resources from web services,
cloud and distributed computing services. These resources are transparently pre-
sented to the user (student, teacher) thanks to the use of proxies adapters tailored
for each educational resources.

Nowadays, it is very easy to share and learn using Internet. The Internet
has contributed greatly to the education system by introducing the concept of
E-learning. The latter is now accepted in the various educational institutions
to improve the learning process for students and teachers or administrators.
An important characteristic of E-learning systems is the sharing and use of
educational resources between institutions.

Although most of E-learning repositories give free access to their reposito-
ries of educational resources, the integration process is still costly [11] as most
learning repositories [2,3] rely on different standards to access the resources [1].
Furthermore, several systems rely nowadays on storage facilities on the cloud,
which poses a problem to isolate localities due to the access speed.

Therefore, an intuitive approach is to regroup different local learning repos-
itories from each institutes (schools, universities, repositories of research lab-
oratories, etc.) in a “Community”, which can foster the aims of reusing and
sharing educational resources without costly duplicating them into local learn-
ing repositories. Through the use of communities, we can promote the goals of
reuse and sharing educational resources. By extending the coverage to different
educational resources (files, videos, data in a database, even a video stream for
example when subscribing to TV channel for learning languages), we can inte-
grate all tools to improve education in a single infrastructure, with a smaller
cost. Following this approach, two major research challenges must be considered
to ensure interoperability across the Web:

1. Compatibility between systems: if today most APIs (Dropbox, Google Drive,
etc.) allow to handle simples files, it is less clear how to integrate complex
data such as queries on a database, data streams or web services.

2. Decentralized data management: most platforms are migrating to the cloud,
but at the expense of losing its proximity to the consumers, as well as poor
access speed and privacy threats.

From these elements, we present GrAPP&S, an architecture designed to con-
nect institutes interested on the sharing of educational data sources through the
network. GrAPP&S brings therefore:

1. A decentralized solution for sharing all types of educational resources, not
only files (text/xml) but also databases, streams (video, audio), and resources
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from remote services such as web services and distributed computing, all
integrated through the use of data proxies.

2. A simpler way to connect a large number of institutes interested into resource
sharing. This is obtained through the aggregation of resources from each
educational institute in the form of a “community”. This will allow quick
access to resources due to the proximity to consumers, unlike most of the
E-learning solutions based on cloud storage when consumers are penalized
because of the slow access speed.

3. The possibility to define security policies for the protection of educational
resources within a community, and access policies between different commu-
nities through the establishment of Service-Level Agreements (SLAs).

The remaining sections of the paper cover: Sect. 2 discusses the related work.
Section 3 presents an overview of GrAPP&S architecture and describes the dif-
ferent elements of this architecture, while Sect. 4 describes the lookup algorithm
used to locate resources inside GRAPP&S. Finally, Sect. 5 concludes this paper.

2 Related Work

Because GRAPP&S aims at the decentralized management of resources, it seems
natural to identify peer-to-peer (P2P) works in this area. Indeed, an archi-
tecture for sharing educational resources among different learning institutions
is proposed in [1]. This architecture, called LOP2P, aims at helping different
educational institutions to create course material by using shared educational
resource repositories. Nonetheless, resources of different formats cannot be eas-
ily integrated in this platform. Similarly, [7] develops a P2P based E-learning
system that uses the video for learning. This system divides multimedia data
into fragments managed by assigned agents, and this system allows the sharing
of multimedia data, but it cannot deal with other data types.

Several E-learning systems based on cloud are being proposed, like [4] or
[5]. In [4], an E-learning ecosystem based on cloud computing and Web 2.0
technologies is presented, and the article analyses the services provided by public
cloud computing environments such as Google App Engine, Amazon Elastic
Compute Cloud (EC2) or Windows Azure. It also highlights the advantages of
deploying E-Learning 2.0 applications for such an infrastructures, and identify
the benefits of cloud-based E-Learning 2.0 applications (scalability, feasibility,
or availability) and underlined the enhancements regarding the cost and risk
management. In addition, [5] is used to run web 2.0 applications, such as video
teleconferencing, voice over IP, and remote management, over handheld devices
and terminals. As [5] Leopard Cloud is targeted towards military usage, it has
a multi-level security and the network infrastructure is encrypted.

It is quite evident that the cloud-based system would help the educational
institutes or universities to share and disseminate knowledge among students,
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teachers and researchers, but the use of Cloud Computing in the educational
system presents many risks and limitations: not all applications run in cloud,
there are risks related to data protection, security and accounts management.
Also, the access speed to cloud infrastructures may be a critical factor, amplified
by the lack of a stable Internet connection that may affect the work methods in
some isolated areas.

3 The GrAPP&S Architecture

The GrAPP&S framework is an E-learning solution for the decentralized sharing
all types of resources. It allows pooling of data each institution in the form of
community, and allow different communities to share resources based on pre-
defined access rules. For this reason, GrAPP&S can also be extended to other
areas of the school, by creating a community in the administrative part, sepa-
rated from the education part, with safety rules and resource protection. In the
following sections, we present the different elements of our framework GrAPP&S
for the decentralized sharing of educational resources.

3.1 Model

We consider a model of communication represented by an undirected and con-
nected graph G = (V, E), where V denotes the set of nodes in the system and E
denotes the set of communication links between nodes. The model used for this
system is studied in [6]. Two nodes u and v are said to be adjacent or neighbors
if and only if u,v is a communication link of G. u;,v; € E is a bidirectional
channel connected to port i for v and to port j for v. Thus nodes v and v can
mutually send and receive messages. Nodes communicate by using asynchronous
messages.

A message m in transit is denoted m(id(u), m’,id(v)) where id(u) is the iden-
tifier of the node that sends the message, id(v) is the identifier of the receiving
node and, m’ the message content. Each node u of the system has a unique id
and has two primitives: send (message) and receive(message).

3.2 Nodes of GrAPP&S

In order to present our architecture, we introduce some notations first. A com-
munity (C;) is an autonomous entity, which includes educative resources sharing
some properties: same location (resources institute, university, research labora-
tory), same administration authority, or same application domain (administra-
tive resources vs teaching resources). A community contains one communicator
process noted (c¢) and at least one Resource Manager process noted RM and
one process Data Manager noted DM and these processes are hierarchically
organized in the Community.
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Communicator (c¢) nodes play an essential role that is related to information
transmission and interconnection between different communities, such as when
passing messages through firewalls. A Communicator is the community entry
point and assures its security towards the outside, through establishment of
Service-Level Agreements (SLAs) with other communities. The communicator
also defines the security rules (access) for the protection of educational resources
inside the community (for example the administration community can see the
data on the educational system, but not the reverse, thanks to this access rules
defined by the communicator).

Resource Manager (RM) processes ensure indexing and organization of edu-
cational resources in the community. The RM; processes are involved in the
search and indexing of data in the community c¢;, and by receiving queries from
its neighbors communities. Given the important role of RM processes in research
and indexing of resources, we choose a RM among ordinary nodes that have good
performance levels in both CPU, memory size and communication speed.

Data Manager (DM) processes interact with sources of educational data such
as databases, file, email servers, WebDAV servers, FTP servers, disks, or cloud
services. A DM node is a service that has the following components (see Fig. 1):

— a proxy interface adapted to the various formats of educational data,

— a query manager that allows to express queries on local or global educational
resources, and

— a communications manager that allows the DM node to communicate with
the RM node to which it is connected.

Queries Results

Node DM ¢ ?

User interface

Communication

Manager queries

manager

A

v

8 Data source

Fig. 1. DM node architecture
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3.3 Management of the Community

GrAPP&S can be deployed in several ways, depending on the placement of the
nodes. For example, we can find the following deployment topologies;

1. Nodes can be grouped into a single physical machine (see Fig. 2a). This is an
example of a machine of a student or a teacher who wants to host a community
of architecture.

2. The nodes are organized in a server farm such as a cluster, which is charac-
teristic of an HPC network (Fig. 2b).

3. Nodes can be distributed over different machines, which corresponds to a
grouping of educational resources in a university or a school with remote
sites. These resources share the same administration entity (see Fig. 2c).

Each node on GrAPP&S has its own unique identifier (ID). The IP or
the MAC addresses are not sufficiently accurate because they do not iden-
tify uniquely different nodes that can reside on a same machine (e.g. RM and
DM). Thus, we rely on the identification method proposed by JXTA [12], which
uses a string of 128 bits. Each node has a unique and string ID — local, as
“urn : name — community : uuid : string — of — bit”. As GRAPP&S is hier-
archically structured, the expression of hierarchical addressing is done by con-
catenating the IDs as a prefix, i.e., ID ¢; node is equivalent to its I D — local,
the node ID is formed by RM; ID-¢;/ID-RM;, and DM, node ID has the form
ID-¢;/ID-RM;/ID-D M.

()

M1

da] =
o <O <«

Communicator Ressource Manager Data Manager
() (RM) (DM)

Fig. 2. Organization of the nodes in a machine (a), in a cluster (b) and in a network (c)
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Fig. 3. Deployment of nodes GrAPP&S on Pastry

An advantage of using an addressing model specific to GrAPP&S is that it
is independent of the overlay network addressing model that is implemented.
Indeed, Fig. 3 presents an illustration of GRAPP&S implemented over the Pas-
try [10] P2P middleware. Thus, two communities GrAPP&S implemented on
different middleware can still be compatible, once the connection is established
between their communicators.

4 Accessing the Resources

A GrAPP&S community is an hierarchical network with an addressing system
independent from the underlying network. This addressing scheme is used to
help data lookup and also to help route data during transfers. This hierarchical
addressing also simplifies the integration to another network community. In the
following paragraphs, we will propose a routing algorithm and a method of data
lookup in our system.

4.1 Routing Algorithm

Let T be the tree of a community GRAPP&S. Thanks to the results of Fraigniaud
and Gavoille [8]; Thorup and Zwick [9] we can construct a routing scheme in the
tree T. For each message m for a vertex y, the current vertex x sends m on a
shortest path in T
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Let T be any n-node tree, and let r be any node of T. Suppose that T is
rooted at r. For every node u, T, denote the subtree of T rooted at u. We
define Id(u) as the numbering of the node of T' by consecutive integers in [1,n]
obtained by a DFS traversal of T'. For every node u#r, let as define path(u) as
the sequence of number of nodes encountered on the path from r to u. We set
path(r) =(), the empty sequence. More precisely, if the path from r to u is r =
Ug, U1, - -, ug then path(u) = (Id(ug), Id(uy), . ..,Id(ug)). For every node = of T
the address [(u) =< Id(u), path(u) >

The message header consist solely of the destination address of the message
and it not be modified along its paths from source to destination. Assume that
a node x receives a message of header h = I(y). The routing decision at x is
described by a function ROUTE(x, h) that return the neighbor w of z on which
the message has to be forwarded form =x.

ROUTE (x,1(y))

BEGIN
IF Id(x) = Id(y)
Return x;
ELSE IF (Id(y) == p= (lpath(x)|-1)-th element of path(x) Then
Return p;
Else Return (|path(x)|+1)-th element of path(y);
END

4.2 Lookup Algorithm

The search for a resource in a community GrAPP&S is illustrated in Fig. 4, and
the procedure works as follows:

O O &

Communlcator Ressource Manager Data Manager
(DM)

Fig. 4. looking for a resource in a routing GrAPP&S
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1. User comes into contact with a DM, proxy.

Node DM; € C; sends the request to its RM; € C;.

3. RM; checks in its index among its neighbors if there’s a DM that contains
the searched resource.

4. If so, then the node returns to RM; DM node a list of nodes that contain
DM information searched.

5. Otherwise, RM; node forwards the request directly neighbors RM; € Cj,
either to the node ¢; to retransmit other RM;, € C;.

6. When node RM;, € C; found the correct answer, then the query will be
returned to transmitter node DM; following the opposite path.

7. If the data sought is not in the community C, then ¢; node forwards the query
to other community.

N

The user has two options for accessing the resource either through a direct
connection (if the network support is) or a routed connection (if the user is in
another different network node that owns the resource).

5 Conclusions and Future Works

In this article we present an E-learning architecture specification named
GrAPP&S, which is a decentralized solution for managing and sharing edu-
cational resources. GrAPP&S has been constructed as an hierarchical network
to allows a pooling resources of each institute under the concept of “commu-
nity”, and to take advantage of the proximity of data and the users (students,
teachers, administrative, etc.). One can even extend the use of a community
of GrAPP&S to other sectors of an institute such as a community just for the
administrative departments, separated from the educational users. In addition,
GrAPP&S uses security rules to protect the resources of each community, and
defines access policies between different community. The use of proxies for each
specific type of data allows sharing a transparent manner not only files but also
databases, streams (video, audio, VoIP), resources from the web services, cloud
services, distributed computing.

The next step towards the validation of this specification is its use under
real situations. We are starting to develop a prototype of GrAPP&S that will be
used for testing and deployment on educational institutions. This prototype uses
P2P Pastry underlying network to distribute the nodes of a community (local
network institution) of GrAPP&S as illustrated in Fig.3. The choice of Pastry
allows a community GrAPP&S a P2P network, which will allow a community
institute include a large number of nodes and to perform scaling tests.
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